WROTICE OF PRIVACY PRACTICES
FOR ALLEGHENY ORTHOTICS & PROSTHETICS
812-343-0187
EFFECTIVE DATE: OCTOBER 1, 20413

THIS NGTICE DESCRIBES HOW MEDICAL INFORMATION
ABCUT YOU MAY BE USED AND DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS INFORNVIATION, PLEASE REVIEW
IT CAREFULLY.

We understand the importance of privacy and are committed to main-
taining the confidentiality of your medical Information. We make a
record of the medical care we pravide and may receive such records
from others. We use these records to provide quality medical care, to
obtain payment for services provided to you as allowed by your health
plan and to enable us to meet our professional and legal obligations to
operate this medical practice properly. We are required by law to
maintain the privacy of protected heaith information, te provide indi-
viduals with natice of our legal duties and privacy practices with re-
spect to protected heaith informatien, and to notify affected individu-
ais following a.breach of unsecured pmtected health. mfarmaton This
notice descrities how we may use and disclose: your me r:ul mforw
mation. It also describes your rights cmd our Iega.' ebhganons with
respect to'your medical information, If you hove any.questions about
this Notice, plense contact our Privacy Officer ot the number listed
above..
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A.  How This Medical Practice May Use or Disclose Your Health
"1nformation
This medical practice coliects health information about you and stores
itin a chart and on a computer and in an electronic health record/
personal health record. This is your medical record. The medical rec-
ord is the property of this practice, but the information in the medical
record beiongs to you. The faw parmits us to use or disclose your
health information for the foliowing purposes:

Treatment. wWe use medical information about you 1o grovide your
medical care. We disciose medical information to our employees
and cthers who are involved in providing the care you need. For
axample, we may share your medical information with other physi-
cians or health care providers who will provide services that we do
not provide. Or we may share this information with a pharmacist
who needs it to dispense a prescription to you, or iaboratory that
performs a test. We may also disclose medical information to mem-
bers of your famity or cthers who can help you when you are sick or
injured, or after you die.

Payment. We use and disclose medical information about you o
obtain payment for the services we provide. For example , we give
your health pian the information it requires before it will pay us. We
may also disclose Information to cther heaith care providers to
assist them in obtaining payment for the services they have pravid-
ed to you.
realth Care Operafions. We mav use and disclose medical infor-
mation about you to operate this medical practice. For example, we
may use and disclose this information to review and improve the
quality of care we provide, or the competence and gualifications of
our professionai staff. Or we may use and disclose this information
to get your: heaith-plan te authorize services or referrals, We may
alsa'usa.and disclose this information:as:necessary.for medicat re-
views, legalservices and aadits; including fratid-ant-abuse detezzion
and-compliance programs andbusiness planning.and management.
We may also share your medical infortmation with our “businéss
associates”, such as our billing service, that perform administrative
services for us. We have a written contract with-each of these busi-
ness associates.that contain terms.reduiring them_and theiE ibzon-
tractors to protect the confidentiality and security or your protected
heaith information. We may alsc share your information with other
health care providers, health care clearinghouses or health plans
that have a relationship with you, when they request this infor-
mation to heip them with their quality assessment and improve-
ment activities, their patient-safety activities, their population-hased
afforis to improve health or reduce health care costs, their protocol
development, case management or care-coordination activities,
thelr review of competence, qualifications and perfarmance of
health care professionals, their training programs, their accredita-
Hon, certification or licensing activities, or their health care fraud
and ahuse detection and compliance efforts.

Appointment Reminders. We may use and disclose medical infor-
mation to coniact and remind you about appointraents. If you are
not home, we may leave this information an your answering ma-
chine or in a message left with the person answering the phone.
Sign in Sheet. We may use and disclose medical information about
you by having you sign in when you artive at cur office. We may also
call out your name when we are ready to see you.
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Notificaiion and Comymunicatien With Family. We may dis-
close yeour health information to notify or assist in notifying a
family member, your personal representative or another
person respensible for vour care about your Incation, your
general condition ar, unless you had instructed us otherwise,
in the event of your death. In the event of a disaster, we may
disclose information tc a relief crganization so that they may
coordinate these notification efforts. We may also disciese
Informaticn to someane who s invoived with your care or
helps pay for your care. if you are able and available fo agree
or object, we will give you the gpportunity to cbject prior to
making these disglosures, although we may disclose this infor-
mation in & disaster even over your obiection of we-believe-it
is necessary to respond to emergency circumstances. If you
are unable or unavailabie to'agree ar object, our health.pro-
fessionals will use thelr best judgment in communication with
your family and cttters.

Marketing, Provided we do not receive any payment for mak-
ing these communications, we may contact you to give you
information about products or services related to your treat-
ment, case management, of care coordination, or to direct or
recommend other treatments, therapies, health care provid-
ers or settings of care that may be of interest to you. We may
simifarly.describe products or services-providéd by this prac-
tice and tell you to maintain & healthy fifes e get recom:
mended tests, participate in 3 disease matagement program,
provide you with small gifts, tell you about government spon-
sored health programs or encotrage you to purchase a prdd-
uct or service whenwe see-you, for which-we may be-paid.--
Finally, we may receive compensation which covers our cost
of reminding you to take and refill your medication, or other-
wise communicate about a drug or biologic that.is currently
prescribed for you. We will not otherwise use or discicse your
medical infermation for marketing nurposes or accept any
payment for other marketing communications without your
prior written authorization. The authorization will disciose
whether or not we receive any compensation for any mar-
keting activity you authorize, and we wiil step any future
marketing activity to the extent you revaoke that authorization.
Sale of Health Informaticy. We will not sell your health infor-
mation without your prior written authorizafion. The authori-
zation will disclose that we wili receive compensaiion for your
health information if you authorize us to sell it, and we wil
stop any future sales of your information to the exient that
you revoke that authorization..'_ .

Reguired by Law. As required bv-téw, we will use and disclose
your health information, but we will limit our use or disclosure
to the refevant requirements of the law. When the law re-
Guires us to repart abuse, neglect or domestic viclence, or
respond to judicial or administrative proceedings, or.tolaw
enforcement offictals, we will further comply with the require-
ment set forth below concerning those activities.
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Public Heaith. We may, and are sometimes required by law ,
to disclose your health information to pubtic authorides for
purposes related to: preventing or controlling disease, injury
ar disability; raparting child, elder or dependent aduit abuse or
neglect; reporting domestic violence; reporting to the Food
and Drug Administration problems with products and reactions
to medications; and reporting disease or infection exposura.

~ When we report suspected elder or dependent adult abuse or
domestic violence, we will inform you or your pérsonal repre-
sentative promptly unless in our best professional judgement,
we believe the notification would place you at risk of serious
harm or require informing a personal representative we be-
fieve is responsible for the abuse or harm.
Heazith Oversight Activities. We may, and are scmetimes re-
quired by law, to disciose your heaith oversight agencies dur-
ing the course of audiis, investigaticns, inspections, licensure
and other proceedings, subject to the limitations imposed by
law.
Judigial and Administrative Proceeding, We may, and are
sometimes required by law, to disclose your health infor-
mation in the course of any administrative or judicial procead-
ing to the extent expressly authorized by a court or administra-
tive order. We may also disclose informatiion about ybu in
response to a subpoena, discovery request cor other lawful
process if reasonable efforts have been-made to notify you of
the request and you have not cbjected, or if your obiections
have been resolved by & court or administrative order.
Law Enforcemeant. We may, and are sometimes required by
ldw, to discitse your health information to a law enforcement
official for purposes such as identifying or locating a suspect,
fugitive, material witness or missing person, complying with a
court order, warrant, grand jury subpoena and other faw en-
forcement purgoses.
Coroners. We may, and are often required by law, to disclose
your health information to coroners in connection with their
investigations of deaths.
Organ or Tissue Donation. We may disclose your health infor-
mation to organizations involved in procuring, banking or
transplanting crgans and tissues.
Public Safety. We may, and are sometimes required by law, to
disclose your health information to appropriate persons in
order to prevent or lessen a serious and imminent threat to
the health or safety of a particular person or the general pub-
lic.
Proof of Immunization, We will disclose proof of immunization
o a school that is required to have it before admitting a stu-
dent where you have agreed to the disclosure on behalf of
yourself or your dependent.
Specialized Government Functions. We may disclgse your
health information for military or nationai security purposes or
to correctional institutions or law enforcement officers that
have you in their lawful custody.




P50 AMuvkery Coripensalicn, We may disciose your health infor-

mation 25 necessary o compdy with workers” compensation
laws. For example, to the exiant your care is covered by
workers' compensation, we,will make periodic reparis to you
r employer about your condition. We are also required by law
to report cases of occupational injury or occupationai tlness
e the employer or workars’ compensation insurer.

20. Change of Ownership. |n the event that this medical practice
is sold or merged with another organization, your heatth
information/record will become property of the new owner,
aithough you wili maintain the right to request that copies of
your health informaton be transferred to another physician
or medical group.

21. Breach Notification. In the case of a breach of unsecurad
protected health information, we will notify you as required
by law. If you have provided us with 2 current a-mail address,
we may use e-mall to communicate infgrmation related to
the breach. In seme circumstances our business associate
may provide the notification. We may also provide notifica-
tion by other methods as appropriate.

B.  When This Medical Practice May Mot Use or Disclose Your
Hesiti information .
Except as described in this Motice of Privacy Practices, this medicai
practice’ will, consistent with its legal obligations, not use or dis-
close heaith information which identifies you without your written
autharization. If you do authorize this medicai practice to use or
disciose your health information for another purpose, you may
revoke your aythorization in writing at any time.

€. Your Heaith Information Rights

I

Right to Request Special Privacy Protections. You have the
rightto  request restrictions an ceriain uses and disclosures
of your health information In a written request specifying
what information you want to limit, and what limitations on
cur use or disclosure of what information you wish 1o have
imposed. if you tell us not to disclese information to your
commertial health pian concerning healith care items or ser- 5
vices for which you paid for in a full out-of-pocket, we will
abide by your request, unless we must disciose the infor-
mation for treatment of legal reasons. We reserve the right
0 accept or reject any other request, and will notify you of

- qur decision.

2. Right to Request Confidential Communications. You have the
right to request that you receive your health information in a
specific way or at a specific location. Far exampie, you may
ask that we send information 1o a particular e-mail account or
to your work address, We will comply with all reasonabie
requests subrritted in writing which specify how or where
you wish to receive these communications.

fighe to inspect and Copy, You nave the nght (o inspact and copy
your  health information, with iimited exceptions. To accass your
meadical information, you must submit 3 written request detatling

what information you want access 1o, witether you want to in-
spect it or get a copy of 11, and f you want a copy, your preferred
form and format. We will provide copies In your requesied form
and format 1f it is readily producibite, or we will provide you with
an slternative format you find acceptai‘:l'e, or if we can’t agrae and
we malntain the recard in an efectronic format, your choice of a
readable electronic or hardcopy format. We wili;aiso send a copy
ta any other berson you dasignate in writing. We will charge a
reasonabie fee which covers our costs for lakar, supplies, pestage,

. and if requested and agreed to in advance, the cost of preparing

an explanation cr summary. We may deny your request under
limited circumstances. If we deny your request 1o access your
child’s records or the records of an incapacitated adult you are
representing because we believe allowing access wauid be reason-
abiy likely to cause substantial harm to the paiient, you will have a
right toc appeal our decision. If we deny your request ta sccess
your psychotherapy notes, you wiil have the right to have them
transferred to another mental health professional.

Right to Amend or Supplement. You have a right to reguest that
we  amend your information that you believe is incorrect or
incomplete. You must make a request to amend in writing, and
Include the reascns you believe the information is inaccurate or
incomplete. We are not required to change your health infor-
mation, and will provide you with information about this medicai
practice’s denial and how you can disagree with the denial. We
may deny your request if we do not have the information, if we
did not create the information {unless the person or entity that
created the information is na longer available to make the amend-

“ment), if you would not he permitted to inspect or copy the infor-

mation at issue, if the information is accurate and compiete as is.
If we deny yaur request, you may submit 3 writter statement of
your disagreament with that decision, and we may, in tumn, pre-
pare a written rebuttal. All information related to any request to
amend will be maintained and disclosed in conjunction with any
subsequent disclosure of the disputed information.

Right to an Accounting of Disclgsures. You have a right to receive
an accounting of disclosures of your health information made by
this medicai practice, except that this medicai practice does not
have to account for the disclosures provided to you or pursuant to
your written authorization, or as described in paragraphs 1
{treatment), 2 (payment), 3 {(heaith care operatiens, § {notification
and communication with family) and 18 (spedizlized government
functions) of Section A of this Notice of Privacy Practices or disclo-
sures for purposes of research or public health which exclude
direct patient identifiers, or which are incident te a use or disclo-
sure otherwise permitted ar authorized by law, or the disclosures
10 a health oversight agency or law enfarcement official to the
extent this medical practice has received notice from that agency
or afficial that providing this accounting would be reasanably likely:
to impede their activities.. S




Right %0 a Paper ¢ Electronic Copy of this Notice. You have
a right to notice of cur legal duties and privacy gractices
with respect 1o your health informatian, incliding a right to
a paper copy of this Notice of Privacy Practices, aven if you
have previousiy requested its receipt by emaii.

i

I you would like to have a more detailed axplanation of these
rights or if you would like to exercise one or mare of these rights,
contact our Privacy Officer listed at the top of this Notice of Priva-
cy Practices.

D. {hanges to this Notice of Privacy Practices

We reserve the right to amend this Notice of Privacy Practices at
any time in the future. Until such an amendment is made, we are
required by law to compiy with the terms of this Notice currently.
in effect. After an amendment is made, the revised Notice of
Privacy Proteciions will appiy to all protected heslth information
that we maintain, regardless of when it was créated ar recejved.
We will Keep a copy of the current notice posted In our recepiion
area, and a copy will be available at each appointment. We will
aiso post the current notice on cur website..

E. Complainis

Comglaints abaut this Notice of Privacy Practices ar how this
medital practice handles your health information should be di-
rected to our Privacy Officer listed helow.

If you are not satisfied with the manner in which this office han-
dles a complaint, you may submit a format complaint to:
OCRMail@hhs.gov

The compiaint form may be found at www.hhs.gov/ocr/privacy/
hipaa/complaints/hipcomplaint.pdf. You will not be penaiized in
any way for filing a complaint.

Privacy Officer Contact Information:

Privacy Officer

Allegheny Grthotics & Prosthetics
3500 Sixth Ave

Altcana, PA 16602

{814) 9440187

{814) 942-1712 Fax
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